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Note: This question paper contains two partsA and B'

i* fffiffiiJory *rri.r, 
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25 marks. Answer all questions in Part A. Part B
tL n^^L ^,,^^+:^- ^o*ioo;ji$r.;;'#;;.lrtwer any one tull question from each unit' Each question carries

l0"m+rkq and may'"haye a', b, c as subiqpestions' i ' :
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1.a) Explain the Caesar ciPher'

bi Dehne confidentiality and authentication

.i D-ifferentiate conventional & publig key encryption--" '--a- III: -i. :r .- --ir-ri-l.r iin.^+ :. ilo 't,,i^^de? 
\........"''

i. "i : , ;1 -fihtd 
it iiurn" pdaaine? what is its pulpese?

i- .: ,"- 'i.. ei W.hatii'the purposeof X:509 standard? 
"
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ir iiurn" pdaaing? what is its pulpese? i'" ''i

-.:,-.i..jW,hatii.thepurpose]ofX:509'stan'dar'd?.,,
fi In the content of Kerberos, what is realm?

g) Explain the reasons for using PGP'

[i Compare Transport mode and Tunnel Mode'

ii Whai do you mean by malicious software?

ji What is application levg! SatewaY? .... 
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Explain how gateway works in internetwork security model'

e*ptuin the virious types of cryptanalytic attacks'
OR

Explain-synmetric and-asymmetric'kpy criptograply:: i "i i" "i :' "l

]:*.,,i i ....-..,' r;,...,ri i...-..r.r' ," .., t--,1,i 
- 

r.::'-':\: i-- ti i" 
'ti :^..-

i ji"-., i j:'. '\..,.;
Explain how key exchange is done uSing DifR"-U.tlrtran key exchahge' ' '

Diicuss the'oman-in-the-middle" attack'
OR

Explain Blowfish algorithm'

i" "i

W-hat..is..HMAC qnd. what.are its advaxtaS;e.,s over MAC? . i" 'i i i ,.d.+
Eitbuss differentapproaches to M.ss.spge Authentl!.-at.lg.!- . ,::"..1::.' :.'....,...j [J-.I:J.]
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Discuss the requirements of Kerberos. Explain the Kerberos ver4 message exchanges'
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